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EXPORT CONTROLS AND QUANTUM ANOMALIES

Why do we have export controls?

Export controls assume  
• Goods and technologies of security 

concern are known → Definability  
• Enemies are known → Targetability 
• States can keep listed items from 

known enemies → Controllability
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Export control assumptions about science, security, and the state

Definable

Goods and 
technologies of 

security concern are 
known

Targetable

Enemies are known

Controllable

States can keep listed 
items from known 

enemies
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Proposal process

• Identification of need to control (e.g. ETTAC) 
• Determination of non-control (proposal 

development, ~1-6 months) 
• Negotiation of control text (1-3 years) 
• Implementation of control text (0-1 year) 

From identification of need for list change to 
implementation normally ~1.5-2 years for US
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Proposal process: quantum cryptography (2005)

• Identification of need to control: Brits 
• Determination of non-control: 5.A.2.a “Information 

Security” 
• Negotiation of control text: information hazards in 

Technical working group at Wassenaar 
• Early controls tend to be broad, but also easier to 

get 
• Decontrol notes helped industry: 
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Limitations of export controls

• Control dilemma: by the time security 
concerns are known, knowledge/tech too 
widespread for control to be useful 

• Dual-use as a concept: focuses on 
downstream applications, instead of the idea 
that many security issues will come from 
unknown and unintended consequences of 
research done with best intentions
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Unhelpful and helpful Security assumptions
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UNHELPFUL

We must maintain  
US leadership in quantum tech

Security governance should be 
limited to proprietary research 

(NSDD-189) 

We know what security means

HELPFUL

Govern as if the US were  
not the leader in quantum tech

Security, like ethics, is an inseperable 
part of any quantum research and 

innovation process

The process of deciding security 
concerns should be a  

subject of debate
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How new assumptions change  
Strategies for protecting the quantum economy 
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GOVERNANCE STRATEGIES

International collaboration on 
governance is essential from lab 

bench to head of state

Train scientists/engineers  
not to “do good” but  

to “know whom to call, and when”

Understand the limitations of “quantum 
information” metaphor and how that 

shapes ability to see security concerns

NEW ASSUMPTION

Govern as if the US were  
not the leader in quantum tech

Security, like ethics, is an inseperable 
part of any quantum research and 

innovation process

The process of deciding security 
concerns should be a  

subject of debate
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Beyond export controls: experimentation in security governance

Enhance data 
sharing on 
lessons learned 
from governance 
experiments

Routinized 
analysis of 
limitations of 
current 
governance

Data and metrics 
to assess 
effectiveness of 
governance 
experiments

Systematically 
open and critical 
of assumptions 
about science, 
state, and security 
within governance
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